INTERAGENCY AGREEMENT FOR
ACCESS TO FCIC/NCIC VIA

MIAMI-DADE COUNTY / MIAMI-DADE POLICE DEPARTMENT

WHEREAS, the parties to this agreement are Miami-Dade County, through the Miami-
Dade Police Department (“MDPD"), and the participating governing bodies and their respective
agencies (collectively, the “Parties”), and

WHEREAS, the MDPD and the participating agency are law enforcement or criminal
justice agencies, formally recognized by the Federal Bureau of Investigation (“FBI") and the
Florida Department of Law Enforcement (‘FDLE"); and

WHEREAS, the MDPD and the participating agency both have the benefit of access to
the Florida Criminal Justice Network (“CJNet”), National Crime Information Center ("NCIC"), the
Florida Crime Information Center (“FCIC"), and the Interstate Identification Index (“lIl"}, which are
all hereafter collectively referred to as FCIC, via network connectivity to the FDLE; and

WHEREAS, the participating agency wishes to access FCIC/NCIC for the administration
of criminal justice;

NOW THEREFORE, the parties agree as follows:
1. The participating agency shall:

A. Be entitled to use, through agents and employees of the MDPD, the computer system
provided via the MDPD for the purpose of gaining access to information systems including
but not limited to FCIC/NCIC, Law Enforcement Interface System (LEIS), Electronic Arrest
Form (e A-FORM), and the Miami-Dade CJIS System.

B. Abide by all applicable local, state, and federal laws, rules and regulations, as well as the
FBI CJIS Security Policy and rules and regulations of FCIC, with regard to the use of said
computer systems.

C. Abide by all the terms and conditions of the Criminal Justice User Agreement executed
between the FDLE and the MDPD, dated June 10, 2016, a copy of which is attached to
this Interagency Agreement.

D. Only use the information technology systems for the administration of criminal justice.

2. Cancellation

Either party may terminate this agreement upon thirty (30) days written notice, except that the
MDPD may terminate this agreement immediately and without notice upon finding that the
participating agency has violated the terms of this agreement.

3. Term

This Agreement shall be effective from the date of execution by the final signatory and shall

continue for a period of five years. This Agreement may be formally renewed for one period
consisting of five years.



4. Amendments

This Agreement may be amended as necessary to comply with requirements regarding access
to these information systems, as set forth by the FBI, the FDLE and/or the MDPD. All
amendments must be in writing and executed by all parties.

IN WITNESS HEREOF, the parties hereto have caused this agreement to be executed by the
proper officers and officials.

PARTICIPATING GOVERNING BODY: CITY OF DORAL

Agency Name
Albert P. Childress, City Manager C%‘i ézz ”“ 7 209

Agency Head Date
Covnvuz Oz, C (M devk W \!/7/!61
Witness ‘ — Date

PARTICIPATING AGENCY: Doral Police Department

Agency Name

Hernan Organvidez, Chief d,ﬁ/p__ A . sz,, o ; rto-‘z_(_/.. [?

Agency Head

N )
ONNE Qg exiM Clek, \///W 10}2%{(‘1

Witness Date




MIAMI-DADE COUNTY

/
ﬁrlos A. Gimenez, Mayor 74/ W ‘5]/ La7E} / YOG

Agency Head ’ Lete

e 3 Date'

Miami-Dade Police Department

Agency Name

Juan J. Perez, Director % ¢ / 3 /?

Agency Head / a Date

Witness

Date

Attested DY.

gputy Clerk

L

.........

..........



Attachment A
FOLE Criminal Justice User Agreement '

CRIMINAL JUSTICE USER AGREEMENT

This Agreement, is entered into between the Florida Deparfment of Law Enforeement
(hereinafter referred to as' FDLE), an agency of the State of Florida with headquarters at
2331 Phillips Road, Tallahdssee, Florida and the

Miami-Dade County through the Miqmi~Dade Police Department

with headquarters at
9105 NW 25 Street, Miami, Florida 33172

with the primary ORI of: FLO0130000 , (hereinafter referred to'as the User).

Whereas, FDLE is authorizéd by law to operate and regulate the Florida Criminal
Justice Network (herelnafter C.JNet) as an intra-agency information and data-sharing’
netwerk for use by the state's criminal justice agencies; ’

Whereas, FDLE is authorized by law fo establish and operate the Florida Crime
Information Centet (hereinafter FCIC) for the exchange of information relating to crimes,
crimingls and criminal activity;

Whereas, FDLE parficipates in the National Crime Information Centér (hereinafter B
NCIC), a service of the United States Department of Justioe, the Interstate Identification
Index (hereinafter {11}, the Federal Bureau of Investigation's (hereinafter FBI) Law
Enforcement Online (hereinafter LEO), the FBI's National Data Exchange (hereinafter
NDEX) and the Intemational Justice and Public Safety Network (hereinafter Niets), and
serves as Florida's Criminal Justice Information Services. {CJIS) Systerns Agency (CSA)
for the interstate transmission of Criminal Justice Information (CJl) ta and from agencies
. in Florida and agenoies in the continental United States, Alaska, Hawaii, U.S. Virgin
Islands, Canada and' Puerte Rico; g

Whereas, the FDLE Director of Criminal Justice Information Services is recognized by
the FBI as the CJI8 Systems Officer {CSO) for the State of Florida, responsible for
administering and ensuring statewide compliance with the FBI GJIS Security Policy
(CSPY); . e

Whereas, the User requires. access to intrastate and interstate CJi systems provided-by
FDLE through the CJNet in order to effectively discharge its public duties;

Whereas, FDLE facilitates local law enforcement and. other eriminal justice agencies”
requests fo participate in the information services provided on CJNet, provided the User
agrees to abide by applicable federal and stafe laws; administrative code, and all
policies, procedures and regulations related to these systertis. FDLE retains full controt
over the mandgemient and operafion of CIJNst and FCIC.
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FDLE Orimina! Juistice User Agréerent

Thgre?grs,;'in-cqn_sjdéra,tlpn of the mutual benefits to be derived: froi this Agreement,
the FDLE and thie User-do fiereby agree as follows:

This.\sér Agreemefitis-desigried for-crifinal justice.agencles withiti-Fisrida that have
sither difest ur ikdirect access fo FCICICUNet. 1f thie Userdoes wot perform a specific
functior; the provisions regarding that fungtion will nof applyto the User.

SEGTION | FOIG/NGICIGINET FOLE REQGUIREMENTS

FDLE fs:duly authotized and dgrees to gnsure aceess o thie-criminal justice infohation
services provided on GINet and adhere to the following:,

1.

Seive as the CSA fot:the Staté of Florida and provide thes Userwith access to CJI
a5 Is azilable in the FCIG/NTIC and Il systems and, NLETS through CJNet, and
to serve as the means of exchanging CJl between the User-and other criminal
justice agericies on CJNet.

Provide the-apportunity for CJIS certification/re-certification and CJIS Security
Awareness training, -

Provids. the User with Informatiori concerming privacy and seturity requirements
imposed by state and federal policies, laws, rules and regulafions. All references
herein to policies, operating pro¢edures, operating instructions, operating manuals.
and technical memoranda with which adherence is required may be found on the
CJNet-GJ|S Resource Centerweb page..

Provide state eriminal history reeaid:.check seivices for non-criminal justice:
purposes as provided by law.

Act as the central state repository; provide identification, fecord Keeping, and
exchiange of Ciminial History Record Information (GHRI) services.

Facilifate access, using CJNet, to other information applicafions or systems:that
the Usermay be authérized to aceess.

SECTION Il FCIG/NCIC/CINET USER REQUIREMENTS

By aceepling access as sel forth above, the User agrees to adhere to the following to
ensure continudtion of aceess: '

1.

USE OF THE SYSTEM: Use of the CJNetand any system accessed via the
CJNet is restricted to the:administration of criminal justice or ds otherwise
specifically autharized or réquired by statute. Informafion obtained from thie
FCICINGIE: files, or computer interfaces to other-sfate or federdl systems; by
means-of acéess granted fHirough CJNet, gan orily be used for authorized
purposes in gompliance with FCIG/NCIT and 1l rules, regulations-and operating
precedures,.and stafe and federal law. It Is the respansibility-of the User to enhsure
access fo CUNet is for.authorized purposes only, and fo regutate proper use of the
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FOLE-Griminal Justice User-Agresment

netwbork ahd informiatioh at:ail times. The User shall establish appropriate written
standards, which' may be. incorporafed with exisiiig bades-of condugt, for
disciplining Violators of this and" any Incorporatéd policy. Aceessing information
-and:systenis.provided via CJNet for:other than; alitigrized.purppses is.deemed
miguss, The Usershall notify the CSCof any sustained/eonfirmed cases of
inisiisé by using the CJS-Systeriis Misuse Repaiting Forrifound on the CNet

618 Résource-Center web: page. In.casés of susfained/confirmed misuse, the

User shali identify disciplinary actions: and ‘the corrective actions taken to preverit
fature incidents. FDLE.iesérves the rightto.deny C.Jl access to individuals who

1.1 Ifthe User provides-an interface between FDLE;and other eriminal justice
agéiicies; the seiviced agency(ies) shall abide by:all of the. provisipiis of this.
agreement. Serviced agenicies that dccess CJNet, FCIC/NCIC and/or
related appiications by interfacing ihrough the User shall, likéwise, abide by
all prévisions of this agreenient. Additionally, the User and the serviced
sgency shall enter irto-an interagency agreement when access to
&INet/FCIC/NCIC is provided by thié User to-a-serviced dgency.

43 MESSAGES: Only law-enforcemeiit and othe orimipal juslice messages
shall be gent pver:and through the CJNet and FCIC/NCIC. All messages
shall be treated as piivileged unless othenwise indicated. The User should
be-prudént in use of regional and statewide broadcast message requests.
All messages:shall use plain English language: in the message.

13 COMPLIANCE: The.User shail access FCIC/NCIC and -other CJNet
applicafions in strict compliance with applicable CJNet, FCIT, NGIC, Hli and
Nlets policies‘including, buf not limited ‘to, policies, ptactices and procedures
relating (0}

134 TIMELINESS: FGIC/NGIC regords shailbe entered, modified,
located, cleared, and eanceled promptly in ordér to-.ensure system
aceuracy and effectiveness. If the User performs FCIC/NEIC.
updates for other agencies, the Usershall comply with timeliness
fequirerisnts for fhie renords eritered forthe serviced agencies as
well,

1.3.2 HOT FILE ENTRIES: I ordefto ériake-entries into the FCIG/NCIC
hot files, thie.User shail have personnef dedicated to maintain a 24-
hour, seven-day & week FCIC/NCIC operation.

1.3.2.1 (f the User-enters fecards into FCIC/NGIC far anothier
agency, the User shall execute:an interagency:
agreement with each serviced agenoy outiining each
agericy's responsibilities.
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FOLE Cririfnal dilstice Uper Agréément:

1429  AduitWarrants, Missing Persons.and all property. records
of thes FCIC Hot Fill records, entered by stdte and focal
agéncies; will'bé made available.to the public.or'the
Intermetvia.the ECIE_Public Access System.(PAS),
unless explicitly flagged by the Uset for exclusion.

1:3.3 QUALITY ASSURANCE: Agpropriate-and reasonable quafity

assurance procadires shall be in place, including second party

verification'dusing enfry; to ensure all entries in FCIC/NCIC are
complete, accurate, and ‘valid.

1,34 VALIDATION: The User shallvalidate all records: that the User has

April 14,2014

entered info the:sysfem for accuracy and retéftion. To'be in
compfiarie withi FCIG/NGIC. nilés, repulations and.operating
,proceduyres, the:User shall.ensure each record is modified to confirm
the suctessful validation of &ach recofd on file in-FCIC/NCIE. Failireé
to.iriodify a record fo indicate validation may result ity its removal from
the.file. The User shaildevelop its own written validation precedures
gpecifying the steps taken by te User fo comiplete record valigation.

135 HIT CONFIRMATION: The User shill comply with FCIC/NCIC rules,

requiations.and operating pracedures by respending to the hit
confitrhations int a timely. manner (within tefi inutes or one-hour:
depending-on priority).

138 DISSEMINATION; Information obtained from the FCICINCIC hot

file's, GJNet:or corriputer ifterfates to other state.or jederal systems,
by'means of access granted pursuant fo Secfion 943.0525, F.S;
shall'ofify be ysed for the-admilnistraficn of crimirial jusfice.

1364  Upon receipl ofa public record request for CJI, the User
shalf'confer with FDLE regarding'the apgropriate
fesponse. itis the resporisibility of the User ta-ensure
that access to the.CJNet is for-authorized criminal justice
purposes only, and to.regulate proper-access to and use
of thé network and information at all times.

1.3.6:2 The User will disseminate CHR) obtained or derived from
federal feords ar-systems only to crminal justice
agenéies and only for the administratioty of criminal
justice. The administration of crimirial justice incliides
cériminal justice.eriploymeént screening.

1363  TheUser, if funstioning in the capacity of a pretrial
releasé prograr or providing CHR for & pretrial release
program, ray disseminate-Florida public record
information only, in compliance with Section'807.043 (3).
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FOLE:Griminal-Sustfce Lser Agreement

Apiil 14,2014

1.8.7

1.38

F.8., 'which requires[e]ach prefrial releass pragram Tto]
prepare a register-displaying.informafion that is rélevant
‘fothie defendants reledsed-thiféugh such-a progtam.”
,Lhe authiority.to.dissgmin ate.inforimafion.for.this_purpose
shall' be restricted fo county probation services offices -
and those oritvinal justice entities providing the-probation
officas with information ebtained via the FCIC message
Switch for the administration of eriminal justice.

RETENTION: CHRi Which the:User maintains, whettier retrieved
Yromi 11T or Florida’s criminal hisfory record sysfem, shall'be keptina
secure-records. efivironment-to prevent.unauthorized access.

|

Retenfion of CHRI is:geverned by:the record retentiot schedule for
law enforcerenit published by the Florida Department of State, GS2.

1371 Reténtih of criinal history recoids, whether reffieved
frof: (il or'the ,‘f;fate- system, for exterided periods fiay.be
. approprialeswhen the time sensitivity of the specific

récord is importafit; |

1472  When, in the sound judgment.of thie User, retention of
-eriminal history records; whether retrieved from lll.or the.
state syster, is fio.Joriger.reguiired, final disposition. will
e accomplished in-a secure manner in-compliance with
state law; FCIG/NCIC and |If rules, regulations and
‘opérafifig procedures to preciude anauthorized dccess.

1373  Because CHRI may begome outdated at any time, a
cuiBnt criminal history fecord check should be
erformed whenever CHRI is used or relied upon by the.

ser. Entey:or reténtion of crinsinal history records in
Separate or io¢4l database would be inconsisteént with
this principle; apd is:herefore.discouraged. The-
rétention of cfiffiinal history recerds, Whether retrieved
from 11l or the &tate systern, in a secondary (non-FDLE)
database Is not-authorized by law.

CRIMINAL HISTORY TRANSMISSION: Aty glectronic device that
uses wirgless or radia techniolegy ta transmif voice data may be used
for the tritisiiiiggionof CHRI ofily when-an officer deterinitiés theré is
i {niediate: riead for this informiation to-further an investigation or
there s a situation affecting the safety of an officer-or the-public.
1381  Afacsivile maghine may be used td transmit criminal
kistory information between criminal justice agencies,
provided both agencles have.an NCIC Originatifig
Agency lderitifier (OR1) and are authorized to receive
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ROLEGrifng! Justice User-Agresment.

criminal tiistory-information. Approgriate measures.shall
be taken to prevent unauthorized viewing & receipt by

. aifduthiorized persahs

135 TRANSAGTION LOGGING: Eact intsface agency accessing
FGIC/INTIC: and |1l systems: shall ensure that an-agtomated
fransactior log is:maintained. The-FCIC/NCIC: portian. of this lod
shall'be maintained for a minimum. of twelve months, and the Il
portion shall be niaintaltied for -a-minimim of foar years.

1394

1.8.8.3

Adtpritated tranisaction Tgging ¥ afeatare icluded in the
application-softwara provided by FDLE; and local
agencies are eficouragéd o 7etain these logs for future
fefererice. Users-purchasing ordsveloping an interface
fo FCIC shall ensyre transaction’logging isan included
feature. )

‘The:automated trahsaction log'sha Il idlentify. the operator
-on all transactions, the-agericy autimorizing al :
transactions, the requester and s&condary fecipient for all
criminal history transsctions. This: information can be
captured at log-on and canbe:a pameg, badge-niimber,
sefial aumber, or oftier unique identifier.

The: User may. only disseminate CHRI o another
autherized reciplent aiid shail maintaifi a ré¢ord of any
disgerninafion of state or federal eriminal history
information; This:recerd shall reflegt af a minimur: €1)

. dats of selakisel (2) to-Whordhe information relates; (3)

1o whom the information was: released; (4) the State
identification (SID) arid/or the FBI number{s); {5) the
purpose.code and () the' reasoi for which the.
informatien was requested.

4,3.10NFORMATION ACCESS: "The User Shaliallow snly propérly
- screened (as per Section. [, paragraph 2:of this User Agreement);
aufhorized personnel performing a eriminal justicé function who have
recélved proper security-awareriess trairing to-hav-access fo
informdtion contained within the CJNet, ‘FCIGINCIC or other state or

April 14,2014

federal-ctimiinal justice infofthation syStei accesséd tirdugh the
ECIE ressage switch, FBI €41S Wide.Area Network:or Internet, The

Userwill:alse provide assistance to other criminal justice dgencies
Aot equipped with difect FCIC access in-gompliance with FCIG/NGIC
and Hlrules, regulations and-operating procedures; but onlyte the:
extenthat suchrassistance.is hot othenwise prohibitéd.
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FBLE Chiminal JudliGeUSéi. Agreement

444617 The User shall ensute that all personnel who initiate a
transaction 16 the FOIC-messagesswitch are gurrent in
CJIS certification.

413503 Eachiindividual usershall bg properly autfienticated prior
. Yo Initiativia, & transactioh to oF gquesting inforimatioft
from FCIC orother-CJNet applicafion.
13464 The User shall ensure that persons allowed to complete.

CJIS gertificatién are atleast 48-yéars of dge-and-are
4.8, eitizetis:or have & valid-imimigration statusivisa.

13.404 FDLE resetves the rightto deny FCIC, CJdNet or related
progranis} systems acesss to any-individual based of
valid, articujable conterns for the, security and integrity of
Feic, CINet or ralated programsi systems.

1.3 11 WORKSTATION: FDLE is hot responsible for-thé wotkstation
'ac.'q’u‘isitic':‘»r‘i;.ri?"i'a‘in"’céi’ﬁ:l‘n’c:a,-'cf>.i;)e;‘fa’do.rlg fepair, supplies or workstafion
woperafion persennaf-costs. The User shall immediately nofify the-
FDLE-GustomerSuppéit Genter; shotiid an FCIC/NCIC workstation
or deviva, asseciated with an FCIC/NCIE enlryfjes), malfiinction or
pecome inoperable.. All costs assecigted with returaing the
vibikstation to operation, otfier than CINet costs, shafl be the User's
responsibility. FDLE will-assist with &xecuting trouble-shooting
‘Procedires.

§4 | Iriterfare Operations: Forsysfems ftplemented-after Devgmber 31, 2008,
{he User-shall ensure that:all automated intetfages that progra rgenatically
(i.e., Witlfot HuEan' Fteiverition) genirate transsctions o the FEIC
Thessage; switch ars restricted to no. marethan ane transaction per-segond
per infefface.

AUDITS; Th Uset shall pémit-ati FDLE appointed inspection tean f6 coriduct

inquifies-wifh regard to any-aflegations'or potential.security viplations; as well as

foFroufine audits.

24  FDLE conducts rggulafN~Schedulgd-cempﬁan‘ce and fechnical security

audits:of every agency accessing the CJNetle epsure netivork securlty;
‘sonformity with state law, and toniphiance with all fa‘p”pliéa51e.iFDlE', CJNet,
FCIG/NEIG and Il rules, regulations-and pperafing procedures,
Comipliance afdtechnical secufity audits may be cbiidueted at other than
regulatly scheduled times.
TRAINING; The User is responsible for complyiig with training requirements:
established in CSP and the niles, regulations; and policies-éstabliskied by,
FGICINGIC, I, FOLE and ofher GJNet applications: Tha-User.is: respangible for
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" FDLE:Crinalliglichtiser Agréenient

remairing surent in thie appiicatinrié'i“ﬁmdi‘.l?és; and policies and ensuring
_personnel atfend these training sessions.

.34 .AllVUsérpeisennelihio.access CJl for the adrhiistidtion of ot grivinal justice.

: ‘shall complefe Security awareness training, including but notlimited to
criminal justice officials, €.9.; Police Ghiefs, Sherifs, Judges, State.
Attorneéys; ete.

32 ©Ofly opgtatots who have successfully completed CJIS cartification shall be-
allowed to have unsupervised access to the FCICINCIC systern. . '

"33 FCIGINCIC operdtors who are if their initial six fnonttis of assigament friay
‘be permitted supsvised access to FCICINCIE. Operators shall
successfully complete CJIS certification within six months of appointment or
Agsignmenit to duties requiring direct acéess fo FCICGINCIC.

34 The Usershall require all personnel who are: authorized o initiate a
transaticn to the FCIC. message switch to successfully complete CJIS
Cerbificatioti. The User agrees fo rembve ffom FCICINCIC access any
smployse who falls to achieye required ceriification standards, whose
ceftification has expired, whose certification is Stherwise rescinded or as
-dirgeled by FOLE..

3.5 The Usershall Eequirg all informaltion techgology (IT) personnel, including
any vendor or contracted staffwho will in the cotirse of their coritfacted

ciminal justice support duties initiate a transagtion to the FCIC message
switch, fo successfully complete CJIS certification.

3.6 The Usershall mairitain training records for all personnel with acééss fo CJi,
i.e., GJi8 vertification and security awareness training.

3.7 The Usershall.reguire all IT personnel, inéliding any vendor, responsible
fér maintdining/suppartinig any IT gomponentused fo procéss, store or
fransmit any unencrypted CJl, to sucoessfully coriplete and maintain in
curreritstatus the CJIS security awareness trairiing pravided by FDLE.

4, RELOCATION: Sheuld the User desire to relocate the data circuit(s) and/or
equipriient connected i6-CUNet, the User shall provide FDLE written notice 80 days
iy advance of the projected move. All costs associated with fhe relocation of the
equipment.and the data circui(s), including delays in.work order dates, will be:
tisthe by the User unless FDLE has funding to make changes-without charge. The:
repair and cost.of any damages resulting from such relocation will be the User's
responsibility:

4.1  The Usershallalso provide 80 days advance riofice when requesting
additional access fo FEIC. .
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FOLE Cdminal Jstice User Agreement

5. LIABILITY; The User understaids that thie FDLE, its officers, -ard employsesshall
not be: fablei-any claim,:demand; action, suit;-er proceeding, including, but not
limifed fo, any sait i law or i equity, for damages by reason of, or arising out b,

: .:any,fa!se,'ames.tpr_imprisQnmenLo:r.foLandess,.mst,.exp,ens‘e;or.damaggs.‘.
resulting; from orarising out of the acts, dmissions; or deffimentdl reliance of the -
personnel of thie. Usér in entéring, fefioving, 6f relying: upon information
transpitted. through GJNetor in the FCICINGIC and NLETS information systems,

6. GRIMINAL HISTORY RECORDS: FDLE is authorized fo establish a Stafewidé
biometric identification systém and ah intrastate system Tor the: communication of
information relafingto crimes; criminals and criminal activity.

To support the ¢reation and ri‘tainténance-of the cfiminal history files, the Usér, as

appropriate, shall:

61  Provide-foringlusion i criminal history records information sysfems, aduit
and Juvenilé criminal firigerpfints-oh all-felony. arrests; adult eriminal
fingerptints ori all fhisdemeaniers and comparable vrdinange violation
arrests; and juvenilg fingerprints on misdemsanor arrests spgciﬁ',ed at
Séition 943.051, F.S. The submission of other juvenile misdemeanor arrest
fingetprints:is.optional.

6.2 Provide security for CHRI and systems that process or store CHRI, and
security training for personriel who récgive, handle or havé access ta CHRI.

63  Screenall personnel who.will have direct access to CHRI and reject for
employment-personnel vtio have Violated or appear unwilling ot incapable
of abiding by tfie requirements outfined-in this dgreement.

84 Defer fo FDLE gn any determination as to what purposes-qualify for criminal
justice versis non-criminal justice-désignation, as well as wiith respect to
other puiposes that may beiauthorized by law.

6.5 Asauthorized by Flonda Statutes; and/or fedéral regulatiofs, the User may’
share state CHRI. Dissemination of information reqaires compliance with all
applicable statutes; FCIGINCIC and Il ryles; regulations and operating
procedures, including logging. Agencies §hall maititain the.restrigtionon
digsemination ‘applicable fo such record information,. ingluding but net imited
%o confidentiality or exemption-from Section 119.07(1), F.S:, as provided by

aW.

6.6 Provide securityand establish policies to prevent unauthorized access fo or
dissemination of sealed fecords, or unauthorized notification of expuriged
records. _

7. AS FALCON is a Cil systern, the Usérshall sdhere fo all policies regarding
access, useand disseminationof CHRI. The User shall comply with all training. and
other appioptiate requirements associated with its criminal justice statis. The
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FDLE Geiminal Justica User Agreemerit

Usisi'shall review FALGON subscriplions 1o detersiing whether fis User is:stll
authorized to receive eriminal hisfory record informatior on ar individual. The Usef,
shall indicats thie-continued authorizing refation ship with that individual, i.e., the

. _personis.stil.employed, xolunteering, efe., or.s.cursently.thesubject:of
investigation or under supervision by the User. CHRI received as a result of-a.
FALCON stubseripfion riiay be disseminated far criniliial justice purpases, and i
subjeict fo the:same legal and policy resfrictions associated with-CHR.

SECTION IIl' SECURITY REQUIREMENTS

1. The User shall.comply with-the €8P:and the rules, regulations; policies and.
procedures established for, CJNet, FCICINGIC.:\ll and NLETS, which iriclude bt
are hot limited to-Sysfem Security; Personriél Seiirity, Physical Security, User
Authorization, Teshrical Security, Dissemination of Informaftion Obtained from the-
Systems, and Destruction of Records.. By accepting access as set forth above, the
User-agrees ta adhiere:to the'following security policies in-order to ensute,
coritinuationof that access:

2. PERSONNEL BACKGROUND SCREENING: At“a.r"r)ihin?ium,-the'-.ugéf shall
condutt 4 stafe and nigtional fingerprint-based racofds check on 1) all personnel
whoare authorized to'access state:.and/or natiorral CJI data or:systems, 2).JT
personinélwho maintain/suppost iformation technology components used to
process, transiit or store unencrypted G, and 3) other personnel, including but
not limited to suppert persanhel, contractors and custedial staff, with unescorted
physieal or Iogical access to physically.secure locdfions, as defined in the CSP
and/or [T cemponents used fo process, trangrmit,or stere unencrypted GJl. The
User is-stronigly encouraged to sereen the applicant by 6ther avalidble means, e.g.,
losal coutt-recards;, i addition to thel fingerprini-based record check.

21 The UgersjhalllsquitiagpIicantsfing@[pr.in'ts of persons deseribed in: Section
\li, paragraph 2, for positive compariseh against.the state dnd national
criminal history and for searching of the Hot Files.

22 Theresults of the fingetprint-based reeord chisck-shall bé reviewed prior-o
- graniing access to'GJl'or ‘coriponents used to progcess/store CJl, including
access for [T support. The User may:gsonducta preliminary-on:line cfifhinal

justicé employment check using Purposé cbde “J™ for this. purpose.

221 Ifarecord of-any kind exists, the User shall consult the FDLE
Guidelines for CJIS Actess and nofify the CSO fof review. Upon
notification fromi the User; the GSO shall review the mafter to
determiine if access is appropriate and:officially nofify the. User in-
writing of the: €SO's degision régarding dscess.

295 Once the original background sciening has been completed, if the

\User learhs.that.an employee with access to-GJl, including-any
personnel as identified in Sectioit 1], paragraph 2, has a criminal
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history or pending charge(s), the User shall consult thie FOLE.
Guidélinés fot CJIS Access ahd notity the CSO.. THe CSOshiall
iview tie facts snd ‘dircurnstariges and nofify‘the: Userinwiting
Jregarding:accass doiCll:

2.2.3 ‘The Usershail have awritten, policgiTor disgipline 6f pérsotinel Who 1y
dcess CINetand/or I for patpases thiat are: ot autharized, 2)

disglose information to unauthorizéd individuals, ot 3yviolate
FCIGINGIC o7 [l rules, regulatisns ot operating procedures.

23  Asthe ESA for the State of Fiorlda, the FDLE reserves the right to deny
individyal yser-acecess to-any system-oi related program {hat i uséed fo
proséss, transmit.or store Cdl based on valid, drticulable concerns for the
security and integrity of the inforration and/or related systems:

9.4 The Usershall.ensure ti)efapprt_)‘[{irlatg'()&l is used for submission ot
applieant fingeriints. Fingerprints submitied fof'gositions associated with
the: administration.of cominal justice or as required by the GSP; shallinclude
the Usep’s Giimiial justice ORk_Fingerprints subrfitted for any other
positians: not ralated fo the administration-of crimiial justice.or required by
the 8B shall include the: appropriafe and-approyed nencriminal justice
ORI.

3. PHYSICAL SEGURITY: The.User shall identify facilities, areas, rooms; efc. where
CJl is accessed, processed and/or stored ta.deterinine physical security
fequiremients as ideritified- i the: CSP. The User miay designate.a facility, area,
room, etg., eithet ‘a physically secure: location or g-secured area; as defined.in the
CSP, provided the-approptiaté: fequiréments dfe met. Aceess shallbe limiited fo.
pstsons:ngéding access for comipletion of raquired duties. The:User shall have a
writien policy that ansures and implements secuity easlires, Seclres dévices
thit doséss FOICINCICICUNet and preverits unautfiorized use of viewing of
{nfotmation on these devices. The use: of passyord protected screen blanking
software. §: fecommendéd for-devices that atcessiFCIC/NCIC whén the bperator:
1ridy leave the computer. urisupenvised. FDLE resefves ie fight to.gbject to-
equipment location, secufity measures,. qualifications:and number of personnel
wha will be acdessing FOIC/NGIC and ta suspeiid or withfield servige until-sueh
miatiers are tomected to EDLE's reasonable: safisfagtion.

4. ADMINISTRATIVE SECURITY: The.User. shall designate individusl agency
‘oontatts, A5 described befow, to assistthe User:and ‘FBLE i ensuring compliance
with this Agreement. Training for these positions:is provided by FDLE, and the
Usér shallensure that its designe is kK&enly aware of thé duties and
responsibiiities of each of the follewing positions. FDLE reserves the right fo object
to the: Users appointment of a TAT; LABO, LAt or-AAA.based on valid, articulable.
ooncems for the security and integrity of FCIC, €JINet or refated
programis/systers. The User:shall provide FDLE with-up-to-date contact
information for these positioiis.
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41 TERMINAL AGENCY CGORDINATOR: The Usershall designate a
Tertiinal. Agency Eooidinator (TAC) to ensure compliarice with FCIG/NCIC.
and Ill rules; regulations and operafing procedures, and to faciiitate

-ednﬁlﬁpniéaﬁoﬁiliémeé'n;EDLE,alidih_e-Usef;-IheIAG.shaH;mainiaima':
current €JJS Certification, TACs shall attend TAC trairiing within six (6)
months of being ‘assigned ‘a-the position, ‘and as often, as required by
FDLE, theresfter- .

42 UBCAL AGENCY SECURITY OFFIGER: The User shall designate a'Logcal
Agency Becurity Officer (LASGQ) {o ensure complianee with the-CSP, Within -
six months of assigniment to the pasttion, the.LASO is encouraged 16
complets-any-appropriate | A8O trairiiiig made available by FDLE, including
CJIS security awareness training.

43 |oaddition to TAC ahd LASO, there aresether points of cenitast aiid positicns
recessary to:manage applications ard fatilitats. communication between the
Usérand FDLE. These positions.are identified on the Agericy CJIS Contazt
Form, which may be found bn the CUNet CJIS Resource Center website
phder CJIS Forms and Publications.

5. MANAGEMENT CONTROL AGREEMENTS: In situations-where:data
pracessing/information services, law enforcement.dispatch functions or hurnan
resources functions are provided by a non-criminal justice-gevernmental entity, the
UseF shall enter into-a managemetit control agreerient as required by the CSP. In
situations wheré governmental structure or hierarchy does. not support or. permit.an
agreement betweenthe parties involved, a directive which includes dll of the
provisions fof @ ‘mahagerient cantral agreemient idehtified.in the €SP may be
substifuted.

6. INFERAGENCY AGREEMENTS: The User shall éxecuts an Interagency
Agreement with dny offier criminal justice agenty to which crirhinal justice
information services; are outsourced including but notlimited to infornation
technilogy related functions. The User shall consult with FDLE to determine if &

. given funcfion requires an Interagency Agreement.

7. TECHNICAL SECURITY

74 Remote-acesss services. to CJl, indludifig, but ot limited fo accessto .
FEIE/NCIC and CJNetvia the User's Network, will be-permitted provided
the User establishes appropriate sécurity fieasures to erisure compliance
with-all rules, regulations, procedures, and the. CSP.

7.2 All FCIC/NCIC/II data transmitted over any public network segment-shall be
encrypted as requited. by the GSP. Thi requiremerit dlso applies to any
private data circuit that:is shared. with non-ciminal justice users andfor is
riot under the direct s&curity control of a criminal justice:agency.
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19,

7.3 The User shall maintain, in current statas, -aiid piovide upon reqtiest by.
FDLE & eormpletedoptlogical drawlng, which depicts the User's network
gonfigurationtas conneoted:ta CJNet. As required by the: CSP; thiis
;de‘eﬁfaﬁéma'ﬁop.shalwleaﬂy_in_"dib'ate.aIl-netwonk;cbnhections‘,-sewica
agenties and interfaces to.other information systems.

7.4 Thg Usershall:ensure only authorized criminal jusfice agencies or agencies.
duthorizéd by FDLE arfeé perinitted acdess tothe CINet via the User's CJNét
connettion,

7.5 The User shafl ensure all devices with-connegtivity.ta CJNet employ vifus
protegtion, anti-spamm and antl-spyware software and such software shall be

maintained in accprdance with the software vendor’s published updates.

7.6  CJI, including; but not limited to iriformation obtained from #e FCIC
triessage switch arid CNet, midy only'be atcessed. via compliters or
interface devices owned by the bseror by the contracted entity. Vendors

Gnder contract witlt'the User to pérform the adrinistration of criminal justice
may be sliowed. o use their-owh devices for access provided ll
requirgments of the FBI-CJIS Security Addendum are satisfied.

7.7 The Usershall ensure that CdNet-only devices have a Windows or rietwork
type password to prevent unduthorized dccess.

7.8 Provided appropriate security precautions are in place; and upon approval
ftornithe FDLE Network Adnfinistfation sfaff, the tser may erfiploy wireless
network connegciivity {for example the 802.11 wireless networking protocol).

COMPUTER SECURITY INCIDENT RESPONSE CAPABILITY: The User shall
have: a written policy documienting the aclions fo be takeri in response to a passitile
computet security incident. The policy shall include identifying, reporting,
invéstigatiivg and récovety from cémpliter security incidents. The User shall
jmmediately notify the- CSO-of any suspected comprormise ofithe CJNet.

SECURITY AUTHORITY: All policies; procedures:and operafing instructions
¢ontaired. in the CSP-and FCIC/NCIC, Il and NLETS dotuments, operating
manuals and technical memoranda, are hereby incorporated info and made-a part
of this agteement, exeept to the exterit fiiat they are inconsistent herewith ot legally
superseded by higher-authority.

CLIENT SCFTWARE LIGENSE: The FCIC Glient Software (eAgent) license from
Diverse Camputing, Incorporated is: licated in the Help: migtiu of the séAgent dignt
software, The.FGIC Client Sofiware (eAgent) license is made a part of and
incorperated by reference into this User Agreement and shall be binding on the
Usef upon-acseptance of the software. Thé:Useris allowed up to one hundred
(10Q).eAgent Subswitch mnemenics. The Useris nof permifted to install eAgent,
as provided by FDLE,.on laptops for usesin.a rmobilé envifonment, including tabléts,
netbooks.and dther “handheld”-devices. The User is: not permitted to.use the
gAgent client software as. an interface to the FCIC message switch for another
application.
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14. PRIVATE VEMDORS! Prvate Veridiors whiich, finder eBfitraist wiithi the User, 4r¢
permitied apcess-to, informaltion systémis that prasess GJI, shallabide By all
_ aspecs ofthe FB) GJIS Sepuity Addendum; '

1.4 The: contidctbetwéeti tie User and the vend'o:r-shaﬁ.:iimcé'r_po"raie-the FBl
GIS Security Addendum to ensure-adeguafe security. of CJl.

112 The User shall ensure al] yendorgrmplayees aré appfopriately screened
priofto graiiting thesvendor enpioyses.access to.CJl. Vendoremployee
fingetprints sabmitied by‘the User 1 FBLE as tsquired by the OSP shall be-
takenfrolled/printed by a recognized law enforceimefit-agency oran FDLE
approved third parfy-veridor. NOTE: ‘A vendsiaiay rot fingerprint its-own
employees.

11.3 The Usershall maintain the Sectifify Addéndur Cettification: formfor each
miember of the vendor staff with access fo informvation. systems that
processes il

11:4 The Usershall ensufe all vérdor.&mployees withi decess to CJI have.
received the appropriate security awaréness:fraining via. fhe CJIS Online.
application and are in current stafus.

115 The User shall énsiife private véndors peimitted sugh access are aware of
the provisians of Section 817:5681, F.S. regarding breach of security of
personal information. )

11.6 The User shdll contact FDLE for review prior td sntesing info a contract or

agreementwith a pfivate vendorinithe caurse of wiiich state.or national €J]
s processed, stored or trarisferred from thé User's physically secufe
location to:a veridor owned or operated facllity(s) (€.g., cloud services,)

11.7 The User shall maintain arid keep cumrent:a fisk.of all vendor erployeés who
‘have béen authotized access 16.CJl.

12. USERNAMES and PASSWORDS/AUTHENTICATION:. The User shall.ensure that

: all:personnel, inciuding ITsupport and vishdors, whotinitiafe a transacfion to the
FGIC message switch have a separate and djstinct.usernartie and password/
Guthentication for thie softwarsiintstace-used to ffiitiate the transaction.

124 The User shall ensure thatall User-operated interfaces, including but not
firvited & compter ‘aided dispatch systetms, record marnagement systens,
jail managemerit systemis. antl mabile data systems, with. the:FCIC miessage
:switch er other systems that conitain CJI, follow the password requiremgiits
as:outlined In the CSP. o

122 Individyal users:shall refrain from sharing passwords and/er sther
authenticatsrs, including but not limited fo. smait cards, tokens, public kéy
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13.

14,

infrastructure (PKi) certificates, etc., tised to access-CJl or CJNet related
Systems.

123 jndividuatusers:shalltefrain from.uising.anofer individual's account.or .-
session for the purpese of accessing €41 orother CJNet applications.

124 Individual Users shall refrain from caching credentials/passwords for access
{o systetms/applications. used to process or. store. CJI.

12:5 Al perspnnetwith acsess to any system or application thaf processes, or
.stares CJ\ formainteriance of administration purposes sHall be uniquely
identified.

INDIVIDUAL USER ACCESS: The User shiall deactivate ifidividual user access 1o
eAgent and/or other FCIG iinterfages, othet ‘©JNet applications-and ofher .
statefiederal systems containing CJI, including but:npt limited:to LEO and/or NDEX,
Upon séparation, reagsignment of termination of duties, provided individual user
access s-no longer required for the adn'}ini,stration of criminal justice.

OFF SITE STORAGE/PROCESSING QF CJi: The User shall cantact and receive
approval frem the CSO prior to entering into ‘an agreement with a poneriminal
justice governmental agericy for off-site storage ér processing of CJi toften
referred to. as:-cloud computing or cloud services.)

SECTION IV MISCELLANEOUS REQUIREMENTS

FDLE has received funding fiorh the. United States Departrment 6f Jiistice-and is
subjest fo and mistdemand intrastate-users.of fts.ciminal histary record seivices
-adhereito US Code (28 U.S.€. sgetion 534), State Statute (Chapter943 F.8.),
Gode of FederdlRegulations (28 C.F.R. Part20), Flerida Adriinistrative Code
(Chapter 11C-6, FA.CY), FEIEINCIC and li rules, regulations and operating
procediifés which this agréement incorporates both present and future.

PENALTIES AND LIABILITIES: Any non-compliange witi the. terms of this

Agreement coriéaring the usé and dissemiiation of eritinal Kistory information

maysubject the User’s officers or employees to a fine not to exceed $11,000 as
provided for in the Code of Federal Reglaflens, Titlé 28, Siction 20.25, and/eE
discornitinuance of service. Moreover, sertgin offenses against system security and
the information:contained therein are crimes under Florida Statutes and €an resulf
i €riminal prosecution.

PROVISIONS INCORPORATED: The User shall bé bound by applicable federal
and state laws, federal regutations énd the rules of FDLE to theisame extent that
the User wquiiff be{f such provisions were fully set out herein. Moreover, this
Agreement incorporates both preserit and fufure: law, reguldtions.and rules.
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4 TERMINATION: Eitfierparty raay terminate this Agreerment, with or without cause..
upon providing advanced written nofice of 45 days. -Termination for cause
inchidés, but is not limited to, any charige ‘ifi the: law'that affects either party's
ability:to substantially.perfarm.as provided in.this Agresmant... Should the.
aforementioned circumstances arise, eitfier party may términaté-or ask to modify
the Agreement-accordingly. : : :

41 FDLEysseves the right to terminate. seivice, without notice, upon
presentation of reasonahile: and credlible ¢vidence that the User is viglating,
this Agreemehf.or any pértinent federal or state:law, regulation or rule.

5. MODIFICATIONS; Modifications'to the provisidns in this Agreement shall be valid
only fhircuigh execution of a foral writfen amendment; :

8. ACCOUNTABILITY: To thé extent provided by'the laws of Florida, and without
walving any defenses.or imminities ta-whicfi the User may be enfitled, the User
agrees fo be: responsible for the negligent acts-or omissions:of its personnel-aiising
out of-or involving any informatibr contained i, recéfved from, éntéred intd or
through CJNet; FGIC/NCIG, ill and NLETS.

7. ACKNOWLEDGEMENT: The User hersby acknowledges the duties and
responsibilities. as sgt.aut in this Agreement. The User acknowledges that these
dutie.and responsibiliies have been developed:and appioved by FDLE to efsure
thie teliability, confidentiality, completeness, and acguracy of all records contained
in or-obtained by means of the CJNet, including the FCIG/NGIC System. The User
further ackrowledgés that failure to comply With'these dties and responsibilities
nmay stibjéct its access to various sancfions as apptoved by the FBI Criminal
Justice Information ‘Services Advisory Policy Board. These sarictions may include
termination of NCIC servites to the User. Fhe User may appeal these sanctions
through the CSA.

8. TERM OF AGREEMENT: This agreemert will rermaiti in force until itis determined

by FDLE that a new agreement is requited. The User shouild initiate the execution
of a new agreerriérit when.d change of agency chief executive or official occurs.
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